
Some doubts about your encryption system? Smart-SIC 
Analyzer is the ultimate choice to get confidence in it! 

Cryptology prior to the modern age was almost synonymous with 
encryption, the conversion of information from a readable state 
to apparent nonsense. Modern cryptography follows a scientific 
approach and designs algorithms around computational assumptions 
that are assumed hard to break by an adversary. Yet, such systems 
are not unbreakable in theory as various analysis methods, intrusive 
or not, can be used to obtain the encryption key, and de-facto the 
encrypted information.

Smart-SIC Analyzer has been designed to setup in the smartest way 
an environment that performs evaluation of the robustness of any 
electronic component, either physical or virtual, using classical or 
advanced analysis techniques. Based on several years of experience 
in security for electronic components and embedded software from 
Secure-IC, Smart-SIC Analyzer is already considered as the most 
flexible equipment dedicated to system robustness analysis and 
leakage metrics.

contact@secure-ic.com   
www.secure-ic.com
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Accredit new encryption 
equipment

challenge robustness of 
any electronic design 
including virtual targets

Secure their design by 
anticipating information 
leakage

Smart-SIC Analyzer is thus the perfect 
answer to governmental agencies, test & 
research labs or manufacturers that are 
willing to :

THE  ADVANCED  EVALUAT ION  PLATFORM
for  cryptographic   embedded  systems



SIDE CHANNEL ANALYSIS

CPA
MIA
DEMA
SEMA
CEMA
2nd & High order
Template attacks
Stochastic attacks
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Power
Radio frequency
Laser
Electromagnetic
Timing

FAULT INJECTION

DES
AES
Self-defined
RSA
ECC

LEAKAGE MODELS

CSV
Bin

Database
Self-defined

CAMPAIGN STORAGE

Oscilloscope
XYZ Cartography
Resynchronization
Noise reduction / Filtering
Smart-Triggering

PROBE & SIGNAL PROCESSING

The Secure-IC, Smart-SIC, Smart-SIC+ and SIC Trusted logos are trademarks or registered trademarks of Secure-IC in various countries. Secure-IC is a registered trademark of Secure-IC S.A.S.
All other names are the property of their respective owners. Information in this document supersedes and replaces all information previously supplied.

The Smart-SIC Analyzer development has been driven to get one solution that offers all openness needed to allow 
the best integration into an existing analysis environment, providing the best interface ever that could accelerate 
everyone’s job. Of course, Smart-SIC Analyzer can also be provided with all the relevant tools to perform autonomous 
analysis.

Secure - I C®,  The  Trusted  Computin g  Company,  brin gs  experti  se  in  the  des ign  of  secure  electronic   circuit   s .
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K e y  f e at u r e s

Single integrated tool for Side 
Channel Analysis and Fault Injection 
attacks testing and evaluation

Classical and advanced analysis 
techniques

Open platform that allows 
proprietary analysis method reuse

Real-time analysis and processing

Intuitive graphical interface

Packaged solution (Starter, 
Advance, Expert) or customized

Design 3D cartography

FIPS -140 ready

& integrity
Robustness

Anti-cloning
& tamper

resistance


