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Introduction eakage Estimation with

Information Theory Resistance against 20 attacks

There are two ways to address the security evaluation of a
countermeasure[1]:
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We extend the work done in [3] so as to conclude about Term| Term? 10’ | 1 | E
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First analytical expression  Terml = 52 1 52 Z P(H — [Lall) An approximation of Pearson’s correlation coefficient for absolute difference and
I k' of the mutual information all centered product is:
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We have MIM/CPA = constant, differ from that of standard
1_Eor the sum combination: univariate side-channel attack [4] where MIM/CPA? = constant.
' ' The idea of the Boolean masking is to mask Term 1 is null, because all ,, are the same =—) MIM =~ ¢ .
- X | B M the sensitive data by a XOR operation with a 2. For absolute difference and centered product combinations: COnCI LUSIONS ann d OUtI 00 kS
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N ' L L eakage Model: PR . Arse d'“sﬁ . = A perspective is to use multiple sensors placed at different locations over a
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