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Introduction

Implementation-level security evaluations is a scientific field that has recently known fundamental

advances, notably through the introduction of a practice-oriented unified framework for the analysis
of side-channel attacks [SMY09].

This work suggests that the resistance of a given implementation against attacks (e.g. CPA [BCO04])
is too specific a criterion to fairly assess the actual security level of a system.

Instead, some hints for the use of attack-agnostic evaluation schemes are promoted.

In this poster, we first survey the existing implementation-level weaknesses assessments. We show
that they are both not scientific at all and definitely too ad hoc.

Then, we 1nvestigate serious methodologies such as:

e stochastic methods [SLPOS, Sch08], adapted to the context of leakage estimation,

e mutual information metric [VCS09].

The first method trades some characterization accuracy for profiling feasibility in practical amounts
of times [GLRPO06]. The second method seems optimal, but for the length of the preprocessing.

We therefore suggest to both:

e speed-up the computations and

e characterize each single bit of the implementation.

Bitwise Mutual Information Analysis (aka MIA [GBTPOS8]) i1s shown to be a tool of choice. Results
on “intentionally leaking” power-constant netlists are 1llustrated.
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Traditional Attack-Based Methodology does not Help
Pinpoint the Leakage

Context:

e Hardware AES accelerator, susceptible to be attacked by side-channel attacks;
e Dual-rail with precharge logic (DPL) used for the protection;
e Prototyping evaluation in an FPGA (Secure-IC’s corporate prototyping board).

CPA results on SBOX 0 for two DPL variants of AES — each slightly leaking.

Implementation No. of Traces to break the implementation
SBOX BIT index, O 1 2 3 4 5 6 7
WDDL-EE 8314 X! 1340 X 7000 X 12232 X
WDDL-noEE X X 1150 X X X X X

I In this table, X signifies failure of the mounted attack with up to 40 000 traces.

But how to identify the resources contributing to the leakage?
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Information Theoretic Approaches at the Word-Level

Comparison of Mutual Information leaked from an AES protected using DPL-EE and DPL-noEE.
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In this case, the sbox level is too inaccurate to grasp what’s going on...

The designer 1s not really helped to know why this sbox 1s leaking, more or less.

Bitwise Mutual Information Methodology do Pinpoint
the Leakage — Positive Feedback to the HW Designer!

Bitwise leakage of SBO X0 in DPL-EE. Bitwise leakage of SBOX0 in DPL-noEE.
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See that the leaking bits do correspond exactly to the ones that are attackable by CPA!

Proposal for a Leakage Evaluation Dashboard

AES state leakage analysis:

Robustness
J Low (> 1 mbit)

Medium (& 1 mbit)
¥ High (< 1 pbit)

Analysis configuration. Select an item for:
- distinguisher: DoM, DPA, CPA, Spearman, MIA.

- partitioning: state bit, distance, switching.
- round: 0,1, ---, 8, 9.

Large amounts of computations. Challenging task! Implemented in the SmartSIC-Analyzer.
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